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Abstract—The foundational capabilities established by Large Language Models (LLMs) have paved the way for Multimodal Large
Language Models (MLLMs), within which Large Audio Language Models (LALMs) are essential for realizing universal auditory
intelligence. Despite their remarkable performance, the escalation of LALMs’ capabilities has significantly outpaced the development of
systemic frameworks to ensure their trustworthiness. This survey provides a comprehensive investigation into the endogenous
mechanisms of LALMs, detailing the architectural innovations and alignment algorithms that facilitate emergent reasoning. Specifically,
we analyze how the transition to unified end-to-end frameworks and the integration of continuous acoustic signals inherently expand
the attack surface. To rigorously evaluate the risks within these paradigms, we establish a comprehensive taxonomy of trustworthiness,
categorizing critical vulnerabilities such as cross-modal jailbreaking, latent acoustic backdoors, and biometric privacy leakage. We
review the state-of-the-art through six analytical pillars: hallucination, robustness, safety, privacy, fairness, and authentication. The
profound imbalance between a mature offensive landscape and underdeveloped defenses further validates the critical trustworthiness
gaps and multidimensional risks facing audio-centric intelligence. Finally, we propose a strategic roadmap advocating for
"Defense-in-Depth” architectures, causal auditory world modeling, and intrinsic representation engineering to bridge the gap between
empirical performance and intrinsically trustworthy audio intelligence. Our project has been uploaded to GitHub

https://github.com/Kwwwww74/Awesome- Trustworthy-AudioLLMs.

Index Terms—Large Audio Language Models (LALMs), Trustworthiness, Multimodal Safety, Auditory Reasoning, Cross-modal

Alignment, Artificial Intelligence Security.

1 INTRODUCTION

The emergence of Large Language Models (LLMs) [1]]-
[6] has transformed the landscape of artificial intelligence,
establishing a robust foundation for the transition toward
unified multimodal frameworks. This evolution into Multi-
modal Large Language Models (MLLMs) [7]-[9] is designed
to emulate the multi-sensory nature of human perception
across diverse sensory inputs. Among human senses, audio
represents a primary medium for human communication
and perception of the environment [10], as it carries a vast
amount of information within its signal. Previous research
in audio intelligence relied on modular systems designed for
a single task, such as automatic speech recognition [11], [[12]
or sound classification [13], [14]. Latest transition from these
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artifacts to unified Large Audio Language Models (LALMs)
[15]-[19] represents a step for universal audio intelligence.
Despite these remarkable advancements in auditory
capabilities, the organic integration of language and au-
dio modalities introduces complex safety and alignment
challenges. Textual LLMs primarily address vulnerabilities
within discrete text [20]-[23]. In contrast, LALMs introduce
the audio modality, which presents a intricate risk land-
scape [24]-[27] due to the continuous properties of the
acoustic signal. The deployment of LALMs within criti-
cal sectors further expands this complex risk landscape,
translating these continuous-signal vulnerabilities into real-
world threats. However, while the development of these
capabilities is expanding, the research landscape remains
fragmented and lacks a unified roadmap. Existing research
predominantly details architectural innovations [28]-[30] or
specific concerns [31]-[33]], yet there remains a significant
lack of work dedicated to a systematic taxonomy of the
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safety implications for these systems. Recognizing that in-
trinsic trustworthiness cannot be guaranteed without a deep
understanding of the underlying architecture, this research
fragmentation highlights the necessity for a structured re-
view that bridges the gap between mechanisms and safety.
While foundational overviews and reviews of speech
models [10], [34], [35] offer comprehensive insights into
auditory perception, they often treat safety and ethical con-
siderations as peripheral topics. Similarly, recent literature
focused on evaluation provides a framework [36] for as-
sessing model behavior but lacks a systematic taxonomy
of the underlying security threats and safety mechanisms.
Although an earlier review has addressed trustworthiness
in speech [37], they precede the recent shift toward unified
generative frameworks, focusing largely on traditional ma-
chine learning. And specialized surveys remain predomi-
nantly concentrated on singular issues such as the detection
of deepfakes and biometric authentication [38]-[40]. A com-
parison with these existing audio surveys is provided in
Table [1} illustrating the lack of literature dedicated to the
implications of trustworthiness of these models.

TABLE 1
Comparison with existing surveys.

. t *
Survey Obij.! Trustworthiness Stage o
H P F S R A D P F D E
Year 2022
Feng et al. [37] S X v v x Vv X v X X x v v
Year 2023
Latif et al. [10] A v v v v v v v v vV v v v
Yi et al. [38] S X X x X X v v X x x v Vv
Year 2024
Lietal. [39] S X X x X X v v X o x X v X
Pham et al. [40] S X X X X Vv v v X X v v Vv
Peng et al. [34] A X X x X X X X v v v v
Year 2025
Su et al. [35] A v X v X v X v v v v v v
Cui et al. [41] StM v X v Vv V X X X x v v Vv
Yang et al. [36] AM v X vV v X X X x X v Vv
Ours A+StM v Vv Vv vV V v v v vV v v

¥ Object: Audio-LLM (A), Speech-LM (S), Multi-modal LLM (M).
T Trustworthiness: Hallucination (H), Privacy (P), Fairness (F), Safety (S), Robustness (R), Authentication (A).
* Stage: Data Prep (D), Pre-training (P), Fine-tuning (F), Deployment (D), Evaluation (E). Outook: Outlook(O)

Upon reviewing the aforementioned survey and sys-
tematically investigating the related literature, we conclude
that our survey endeavors to address several questions that
existing surveys have not covered. The main contributions
of this survey are summarized as follows:

o Systematic Investigation of Endogenous Mechanisms:
We conduct a thorough examination of the internal struc-
tures within LALMs, detailing the structural improve-
ments and alignment techniques that support the emer-
gence of logical reasoning. This analysis provides the
technical foundation required to understand the evolution
toward unified models for auditory intelligence.

o Comprehensive Trustworthy Review: We establish a sys-
tematic classification of trustworthiness challenges, iden-
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tifying critical vulnerabilities including cross-modal jail-
break through acoustic cues, latent acoustic backdoors,
and biometric privacy leakage. Additionally, we evaluate
the landscape of current leading models through the six
pillars of trustworthiness, which consist of hallucination,
robustness, safety, privacy, fairness, and authentication.

o Identification of Imbalance and Future Framework:
Our analysis reveals a significant imbalance where of-
fensive research has advanced significantly while defen-
sive mechanisms remain limited and reactive. We pro-
pose a framework for future research, advocating for a
shift toward layered defense architectures, causal auditory
world modeling, and intrinsic representation engineering
to achieve intrinsically trustworthy audio intelligence.

2 ENDOGENOUS MECHANISMS OF LALMs

This section investigates the internal mechanisms governing
how LALMs process information, exploring the synergy
between architectural design, representational paradigms,
and optimization strategies as shown in figure ] figure
and table 2| The fundamental capabilities of LALMs are
underpinned by their architectural design and the transition
from task-specific cascaded systems toward unified, end-to-
end multimodal frameworks [17], [42]. Unlike traditional
systems characterized by modular decoupling, contempo-
rary architectures employ a sophisticated pipeline designed
to map continuous, non-stationary auditory signals into
structured semantic latent spaces [16], [18].

2.1 Architectural Foundations

The structural integrity of LALMs is established upon a
composite information processing pipeline that facilitates
the translation of raw acoustic signals into semantic rep-
resentations. This architectural framework generally inte-
grates three components consisting of an acoustic encoder,
an alignment projector, and a LLM backbone.

The acoustic encoder functions as the foundational in-
terface for sensory perception. Current research empha-
sizes the rigorous evaluation of these components through
initiatives [43]. The investigation of information transfer
mechanisms from these encoders to language decoders is
essential for optimizing system performance [29]. Moreover,
specialized encoding strategies are employed to characterize
physical attributes including spatial descriptors [44].

The alignment projector and integration frameworks
serve as the critical nexus between modalities. Modern
architectures frequently incorporate heterogeneous sensory
inputs to improve task specific precision such as the integra-
tion of visual and auditory understanding [45]. Frameworks
like TWNM [30] and SPUR [28]] enhance the adaptability
of existing systems. Furthermore, architectural refinements
for specialized deployment scenarios are represented by
egocentric multichannel processing [46].

The LLM backbone provides the essential cognitive ca-
pacity for reasoning. Detailed evaluations indicate that the
auditory knowledge inherently encoded within these back-
bones during text based pre-training significantly impacts
subsequent audio grounded capabilities [47].

Significant structural innovations continue to enhance
the efficiency and versatility of the LALM pipeline. These
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Fig. 1. The Evolutionary Roadmap of LALMs from Cascaded Systems to End-to-End Causal Cognition from 2022 to 2026.

developments include the adoption of structured embed-
dings for integrated understanding and editing as presented
in SALM [48]. Other paradigms propose fundamental shifts
in processing methodology such as the dual-resolution par-
allel frameworks or the implementation of transformers that
operate directly within latent spaces [49)].

2.2 Representational Paradigms

The selection of representational paradigms determines the
efficacy and semantic grounding of LALMs. A fundamental
distinction in current research involves the comparative
utility of discrete audio tokens versus continuous temporal
manifolds. Unified frameworks increasingly utilize text-
aligned factorized audio tokenization to ensure consistency
between auditory and linguistic units [50]. To address the
scalability constraints of discrete sequences, researchers
have developed audio token compression techniques that
maintain semantic density while reducing computational
overhead [51]. Additionally the capture of paralinguistic
nuances is enhanced through fine-grained feature aug-
mentation including vowel-level modifications designed
to improve emotional prosody [52]. This representational
choice dictates the model’s trustworthiness: while discrete
tokenization risks discarding critical acoustic safety cues
during compression, continuous manifolds preserve rich
paralinguistic nuances but consequently increase the attack
possibility for adversarial vulnerabilities.

2.3 Training and Alignment Strategies

Architectural sparsity and parameter efficient fine tuning
serve as the primary mechanisms for adapting models to
complex tasks with minimal overhead. The implementation
of specialized Mixture of Experts adapters addresses gra-
dient conflicts and promotes representational disentangle-
ment during cross modal training [53]. Efficiency is further
improved through segmentwise pruning techniques that
mitigate the overhead of processing continuous streams

[54]. For domain specific applications, the utilization of Low
Rank Adaptation facilitates precise temporal localization in
high stakes environments such as clinical therapy [55].

Systematic evaluation of these optimizations is facili-
tated by benchmarks [56]. Methodological advancements
include the development of extended context mechanisms
for long form understanding and techniques designed
to bridge temporal gaps between frames to maintain depen-
dency capture [58]. The end-to-end contrastive pretraining
models can improve performance for long form question
answering capabilities [59].

Sophisticated alignment algorithms are essential to re-
solve modality bias and improve fidelity of cross modal
representations. Research into few shot learning finds that
models can achieve high proficiency with minimal data
samples [60]. To ensure models rely on acoustic evidence
rather than textual shortcuts, researchers employ attention
rebalancing mechanisms to mitigate imbalances and
utilize audio contribution aware post training to enhance
correctness [62]. Specialized alignment strategies fur-
ther refine this synergy. Knowledge distillation serves as
another vital tool with methods transferring reasoning abili-
ties from vision to audio or through weighted on policy
cross modal distillation [65]. Advanced metrics like atten-
tion weighted centered kernel alignment also contribute to
optimized speech emotion recognition [66].

Complementary to training alignments, inference opti-
mizations provide a lightweight alternative to ensure gener-
ation quality without extensive retraining. Feedback driven
retrieval augmented generation improves output quality
through iterative verification [67]. Similarly test time adap-
tation methods enhance robustness for emotional recogni-
tion tasks without additional training [68].

The evolution of LALMs is defined by the transition from
rigid turn-taking toward synchronous interaction [69], [70].
This shift necessitates sophisticated architectural schemes
that enable real-time conversations beyond the turn-based
game [71], including codec-free designs for speech under-
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Fig. 2. Architectural and Paradigmatic Evolution from Traditional Audio Models to LALMs.

standing and generation [72]]. While some research investi-
gates efficient and direct duplex modeling [73], others high-
light the potential of modular systems [74] or propose plug-
and-play streaming state prediction modules to ensure real-
time responsiveness [75]. Optimization strategies have also
advanced through time-controllable training [76], reinforce-
ment learning for interactivity optimization [77], and the
use of natural monologues via dual training [78]]. And cog-
nitive capabilities within duplex models are being extended
through asynchronous knowledge retrieval [79] and latent
reasoning to model internal cognition [80]. The proliferation
of these full-duplex technologies has concurrently spurred
the development of comprehensive evaluation frameworks
to assess real-time disfluency, multi-turn dynamics, and
semantic-aware interruptions. In addition, the development
of privacy-preserving end-to-end dialogue models ensures
secure full-duplex communication [81]], while technical re-
ports like Covo-Audio [82]] continue to delineate the evolv-
ing landscape of universal auditory intelligence.

2.4 Emergent Reasoning Mechanisms

The transition of LALMs from passive transcription engines
to cognitive agents capable of complex deduction repre-
sents a pivotal advancement in auditory intelligence. This
evolution is underpinned by the development of internal
mechanisms that facilitate logical grounding and planning.

Central to these emergent capabilities is the implementa-
tion of Audio Chain-of-Thought (Audio-CoT) architectures,
compelling models to generate intermediate reasoning tra-
jectories prior to formulating final responses [83] in figure
The depth of comprehension is further enhanced by
embedding reasoning steps directly within the multimodal
processing flow via audio-interleaved frameworks, such as
ECHO [84]. To enable these capabilities without extensive

retraining researchers have introduced training-free steering
mechanisms that activate reasoning pathways by nudging
the hidden states of the model [85]]. Furthermore the neces-
sity for real-time cognitive processing has led to investiga-
tions into whether models can maintain reasoning efficiency
while simultaneously listening to continuous audio [86].

Reinforcement Learning (RL) and process oriented re-
ward systems serve as the primary drivers for incentivizing
consistent and scalable logic. By utilizing reasoning process
rewards models are encouraged to maintain logical validity
throughout multi-step deductions [87]. This paradigm is ex-
tended to specialized domains through emotion-rule-based
RL frameworks that enhance the consistency of models exe-
cuting tasks in affect-rich environments as shown in EMO-
RL [88]. Other strategies employ RL to guide models on the
optimal timing and methodology for initiating reasoning
processes [89]. Such incentivized reasoning is critical for
solving complex logical challenges and is fundamental to
the advancements presented in SoundMind [90].

The adaptability and scalability of reasoning at infer-
ence time allow models to navigate ambiguity and high-
dimensional tasks. Difficulty-adaptive mechanisms em-
power models to dynamically allocate computational re-
sources based on instruction complexity [91]. To resolve
highly ambiguous emotional cues researchers utilize test-
time scaling to expand the computational depth of the
model during decoding [92].

Advanced manifestations of these internal mechanisms
include agentic frameworks and causal world modeling.
The integration of models into agentic systems allows for
multifaceted task execution and autonomous tool use [93].
Causal state-action planning pushes the boundaries of rea-
soning by enabling models to simulate and reason through
physical world dynamics [94] . The robustness of these rea-
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lighting the advantages of the emergent Audio-CoT architecture over
standard direct-response models.

soning capabilities is evaluated through benchmarks target-
ing acoustic-semantic conflicts where models must resolve
contradictions between tone and lexical content [95].

2.5 Future Directions of LALMs’ Framework

The evolution of LALMs is moving beyond superficial
pattern matching toward deep cognitive and causal intel-
ligence. We identify four critical trajectories that will define
the next generation of auditory reasoning engines.

First, LALMs must transition toward causal auditory
world modeling, enabling counterfactual reasoning to simu-
late physical dynamics and event sequences within auditory
scenes [94]. Second, optimizing the efficiency-robustness
Pareto frontier necessitates semantic-aware token compres-
sion [51]] and factorized tokenization [50] to maintain per-
formance across long-form contexts [56]. Third, integrating
agentic frameworks with full-duplex intelligence marks the
next stage of synchronous interaction [69]], requiring robust
handling of disfluency and tool-use in real-time conversa-
tions [72], [96]. Fourth, cross-modal knowledge distillation
and multi-sensory alignment will empower models to “lis-
ten between frames” by transferring spatial reasoning from
vision to audio [63], [64].

As these architectural advancements expand the multi-
modal attack surface, the next-generation framework must
pioneer intrinsic representation engineering, ensuring that
emergent capabilities are grounded in trustworthiness.

3 TAXONOMY OF TRUSTWORTHINESS

The evolution of LALMs from specialized speech recogni-
tion to complex paralinguistic reasoning necessitates a ro-
bust framework for assessing their trustworthiness in high-
stakes domains. We therefore establish a systematic taxon-
omy organized around six analytical pillars: hallucination,
robustness, safety, privacy, fairness, and authentication as
shown in figure 4 This multidimensional framework serves
as the structural foundation of our review, allowing for a
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comprehensive synthesis of both offensive vulnerabilities
and defensive countermeasures.

3.1 Hallucination and Faithfulness

Unlike text-based hallucinations that stem from parametric
knowledge gaps, Audio LLM hallucinations often originate
from the acoustic-semantic gap—a disconnect between what
the model acoustically perceives and what it textually gen-
erates. This manifests in several distinct failure modes.

Modality Neglect. A growing body of evidence suggests
that current LALMs frequently default to textual shortcuts
while underutilizing acoustic information. Systematic stud-
ies demonstrate that models over-rely on lexical cues rather
than acoustic emotion signals [140]], and that replacing audio
inputs with silence or noise causes negligible performance
changes on certain benchmarks [141]. Quantitative analy-
sis using Shapley-value-based frameworks further confirms
that the text modality dominates model predictions even
in ostensibly audio-centric tasks [142]. The impact of ir-
relevant audio on text reasoning [143] additionally reveals
that extraneous acoustic information can actively degrade
performance, indicating fragile audio-text integration.

Grounding Failures. Beyond modality neglect, LALMs
exhibit failures in acoustically grounding their outputs. Re-
search on audio geo-localization [144] highlights challenges
where models must reason over environmental sounds
without hallucinating geographic metadata. Investigations
into faithfulness [145] reveal that model outputs may be
internally consistent yet factually inconsistent with the au-
ditory input, suggesting that surface-level fluency masks
deeper grounding deficits. Towards addressing these issues,
reliability-oriented frameworks [146] propose systematic ap-
proaches to quantify and reduce ungrounded generations.

Attention Rebalancing as Mitigation. To counter-
act modality bias, audio-contribution-aware post-training
methods dynamically rebalance modality weights [62],
while cross-modal attention mechanisms explicitly enforce
the model’s reliance on acoustic evidence [61]. These ap-
proaches represent a shift from post-hoc detection to archi-
tectural prevention of hallucinations.

3.2 Robustness and Adversarial Vulnerabilities

Robustness in the audio domain encompasses both natu-
rally occurring environmental variations and intentionally
crafted adversarial perturbations.

Evaluation-Level Robustness. Even under benign eval-
uation conditions, LALMs exhibit notable fragility. Robust-
ness assessments under multiple-choice settings [147] re-
veal that minor perturbations to answer options or prompt
phrasing can significantly alter model outputs. Instruction
sensitivity benchmarks [148] further demonstrate that se-
mantically equivalent but syntactically varied prompts yield
inconsistent responses, undermining deployment reliability.

Adversarial Audio Attacks. More concerning are in-
tentional adversarial perturbations. Research demonstrates
that imperceptible waveform modifications—"attacker’s
noise”—can manipulate LALMs in real-world settings [149].
Audio narrative attacks [150] further exploit the sequential
nature of audio to embed adversarial instructions within
seemingly benign speech streams.
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TABLE 2
Summary of Large Audio Language Models from 2022 to 2026
Model Institute Release Base LLM Base LLM Params Lang. Input Repr. Pre-train Full- M
Data Scale Duplex Text  Audio

Year 2022

dGSLM 0 Mar 2022 - - EN Discrete 2K Hrs audio X X v
Year 2023

SpeechGPT L] May 2023 LLaMA-13B 13B EN Discrete 60K Hrs audio + 9M unit-text pairs + 37,969 quadruplets X v v
Pengi - May 2023  GPT-2 124M EN Contin. 3.4M audio-text pairs X v v
LTu ﬁ i May 2023  LLaMA-7B 7B EN Contin. 1.9M closed + 3.7M open-ended AQA pairs X v v
Spectron <) May 2023 - 350M/1B EN Contin. - x v v
AudioPalLM 3 Jun 2023  PalLM-2 8B Multi. Discrete - X v v
MU-LLaMA E_lﬂ L Aug 2023 LLaMA-2-7B 7B EN Contin. - X v v
LTU-AS i Sep 2023  LLaMA-7B 7B EN Contin. 9.6M Open-ASQA X v v
SLM [103] 3 Sep 2023  mTO0-MT XXL 13B Multi. Contin. - X v v
SALMONN Oct 2023 Vicuna-13B 13B EN, CN Contin. 4760 Hrs audio X v v
LauraGPT [104] €2 Oct 2023 Qwen-1.8B 2B EN,CN Contin. - X v v
Qwen-Audio \3,‘. Nov 2023  Qwen-7B 7B Multi. Contin. 130K+ Hrs audio X v v
ParalinGPT @ =] Dec 2023  DialoGPT 345M EN Contin. 140 Hrs audio X ' v
E-chat & Dec2023  Baichuan2-7B-Chat 7B CN Contin. 10K Hrs ASR data x v v
Year 2024

SpeechGPT-Gen (] Jan 2024  LLaMA-2-7B-Chat 7B EN Discrete - X v v
Audio Flamingo < Feb 2024  OPT-IML-1.3B 1.3B EN Contin. 21K Hrs audio X v v
Spoken-LLM 57 Feb 2024  Llama-2-7B-Chat 7B EN Contin. 16,472 current-response speech pairs X v v
Spirit LM m (o) Feb 2024  Llama-2-7B 7B EN Discrete 35.2B tokens X v v
USDM ] Feb 2024  Mistral-7B 7B EN Discrete 87K Hrs audio X v v
WavLLM =' Mar 2024  LLaMA-2-7B-Chat 7B EN Contin. - X v v
SpeechVerse amazon May 2024 Flan-T5-XL 3B EN Contin. - X v v
GAMA % Jun2024  LLaMA2-7B 7B EN Contin. 2.2M audio-caption pairs X v v
Qwen2-Audio m A Jul 2024 Qwen-7B 7B Multi. Contin. 520K Hrs audio X v v
FunAudioLLM Eﬁ (i Jul2024 - - Multi. - - X v v
Mini-Omni Aug 2024 Qwen2-0.5B 0.5B - Discrete 8K Hrs speech + 2M text examples v ' v
Moshi K Sep2024  Helium 7B EN Discrete 7M Hrs audio + 2.1T text tokens v v v
LLaMA-Omni Sep 2024  Llama-3.1-8B-Instruct 8B EN Contin. - X v v
Parrot ﬂ T Sep2024  Llama 3.1-8B 8B EN Discrete 74,554 Hrs audio v X v
OmniFlatten m £2 Oct 2024  Qwen2-0.5B 0.5B EN, CN Discrete - v v v
IntrinsicVoice @ -@) Oct 2024 Qwen2-7B-Instruct 7B - Discrete 20K Hrs audio X v v
DiVA Gr Oct2024  Llama 3 8B EN Contin. - X v v
Freeze-Omni Nov 2024  Qwen2-7B-Instruct 7B EN, CN Contin. - v v v
GLM-4-Voice @ Dec 2024 GLM-4-9B 9B EN, CN Discrete 1T tokens X v v
KE-Omni Fa Dec 2024 LLaMA-3.1-8B-Instruct 8B EN, CN Contin. - X v v
MERaLiON-Audio [\\ } Dec 2024  SEA-LION V3 10B Multi. Contin. - X v v
Year 2025

MinMo (A Jan 2025  Qwen2.5-7B-Instruct 7B Multi. Contin. - v v v
FireRed ASR Jan 2025  Qwen2-7B-Instruct 7B Multi. Contin. - X v v
Step-Audio [127 5 Feb 2025  Step-1 1308 Multi. Discrete 3.3T tokens x v v
Baichuan-Audio |12 l H Feb 2025 Baichuan-Audio-Base 7B EN, CN Discrete 887K Hrs audio + 100B tokens X v v
Audio Flamingo 2 < Mar 2025 Qwen2.5-3B 3B EN Contin. 8M+ audio-caption pairs X v v
Kimi-Audio m Apr2025 Qwen2.5-7B 7B EN, CN Hybrid 13M+ Hrs audio X v v
VITA-Audio May 2025 Qwen2.5-7B-Instruct 7B EN, CN Discrete 200K Hrs audio X v v
Step-Audio 2 i Jul2025 - - Multi. Contin. 680B tokens and 8M Hrs audio X v v
Audio Flamingo 3 (;g Jul 2025 Qwen2.5-7B 7B EN Contin. - X v v
DeSTA2.5-Audio @ S Jul2025  Llama3.1-8B-Instruct 8B EN Contin. 7K Hrs audio X v v
FireRedChat m Sep 2025  Qwen2.5 - EN, CN - - v v v
Falcon3-Audio D Sep 2025  Falcon3-Instruct 1/3/7B EN Contin. - X v v
Step-Audio-R1 [m ‘J'r Nov 2025 Qwen2.5-32B 32B EN, CN Contin. 1.356T tokens X v v
Step-Audio-Edit: s Nov 2025 - 3B Multi. Discrete - X v v
SeaLLMs-Audio [ ) Nov 2025 Qwen2.5-7B 7B Multi. Contin. - X v v
Fun-Audio-Chat m A Dec 2025 Qwen3 8/30B EN, CN Discrete - X v v
MiMo-Audio @ d Dec 2025  MiMo-7B-Base 7B Multi. Discrete 100M+ Hrs audio X v v
Year 2026

Step-Audio-R1.1 [127 _‘I'r Jan 2026 Qwen2.5-32B 32B EN, CN Contin. 1.356T tokens X v v
Qwen3-ASR \v‘; Jan 2026  Qwen3 0.6/1.7B Multi. Contin. 40M Hrs audio + 3T tokens X ' v
Covo-Audio T Feb 2026  Qwen2.5-7B-Base 7B EN, CN Contin. 2T tokens v v v
Eureka-Audio ] Feb 2026  Qwen3-1.7B-Base 1.7B EN, CN Contin. 1T tokens X v v

Note: This table only summarizes large language models with audio modality, excluding models with image or video modality support. “Lang.”
is short for language, where “EN” denotes English, “CN” denotes Chinese, and “Multi.” is short for multiple languages, indicating support for
more than two languages. “Input Repr.” is short for input representation, and “Contin.” is short for continuous representation.

Backdoor Vulnerabilities. The integrity of LALMs is
also threatened at the training level. Latent acoustic pattern
triggers can be embedded during alignment to activate
specific malicious behaviors upon encountering particular
audio signatures [24]. Complementary work on backdoor
attacks against speech language models reveals that
such vulnerabilities persist across different architectural
paradigms. Analyzing reasoning shifts under adversarial
conditions reveals a “reasoning tax” phenomenon: de-
fensive measures that protect against attacks simultane-
ously degrade the model’s legitimate reasoning capabilities.
Such embedded trojans typically leverage imperceptible fre-
quency shifts or background acoustics, allowing malicious
intents to remain completely dormant during standard in-

ference. Consequently, breaking this trade-off stands as a
paramount challenge for ensuring robust alignment.

3.3 Authentication and Deepfake Detection

The advent of high-fidelity generative speech has prompted
the integration of LALMs into counter-spoofing, where their
sophisticated auditory reasoning is utilized to expose subtle
neural artifacts that elude traditional classifiers.

Speaker Authentication. While deepfake detection aims
to distinguish real from synthetic speech, speaker authen-
tication focuses on verifying or identifying the speaker’s
identity. Conventional speaker verification systems rely on
task-specific embedding extractors and scoring backends,
but recent work has begun to reformulate speaker veri-
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fication as an audio question-answering task for LALMs.
Ren et al. [152] systematically evaluate LALMs for speaker
verification by prompting them with enrollment-test utter-
ance pairs. Their results show that current LALMs exhibit
limited zero-shot verification capability under challenging
acoustic conditions, but lightweight supervised fine-tuning
with rule-based hard pair sampling substantially improves
LALMs’ performance [152]]. These findings suggest that
LALMSs may support more flexible authentication interfaces,
such as instruction-following speaker verification and joint
reasoning over identity claims and acoustic evidence. How-
ever, LALM-based authentication also introduces security
and privacy risks: speaker-discriminative representations
may intensify voiceprint leakage, while deepfake and voice
conversion attacks can directly undermine verification reli-
ability. Therefore, spoofing countermeasures and privacy-
preserving representation learning are indispensable for
deploying LALMs in authentication scenarios.

LLM-Based Detection Frameworks. DFALLM [32]
systematically investigates the impact of audio encoder
and textual LLM components on detection generalization,
demonstrating that careful component selection is crucial
for out-of-domain robustness. Building upon this, inter-
pretable detection frameworks employ frequency-time rein-
forcement learning to provide explicit reasoning about de-
tected artifacts [153], while holistic anti-spoofing approaches
[154] jointly model attack identification, temporal localiza-
tion, and semantic influence within an architecture.

Partial Deepfake and Fine-Grained Localization. An
emerging challenge is the detection and localization of
partially manipulated speech, where only specific words or
segments have been synthetically replaced. Recent work
explores whether text-trained LLMs can help localize fake
words via next-token prediction [155], revealing that models
tend to exploit editing-style patterns—particularly polar-
ity substitutions—learned from training data. On the data
side, LlamaPartialSpoof [31]] leverages LLM-driven gen-
eration and voice cloning technologies to construct par-
tially spoofed speech samples, providing a 130-hour bench-
mark containing both fully and partially fake utterances
for evaluating detectors under localized tampering scenar-
ios. This setting is particularly relevant to authentication
and security-sensitive applications, as adversaries may only
need to modify key identity or intent-related segments
rather than synthesize an entire utterance.

Adversarial Robustness of Detectors. The robustness of
LALM-based detectors is itself under scrutiny. Adversarial
attacks can induce reasoning shifts that degrade detection
accuracy [33], highlighting the need for detection systems
that are not only accurate but also adversarially resilient.

3.4 Privacy and Information Leakage

The biometric nature of voice introduces privacy risks that
are fundamentally distinct from those in text-based LLMs,
as audio signals inherently encode speaker identity, emo-
tional state, health condition, and environmental context.
Unintended Information Leakage. The HearSay bench-
mark [156] provides systematic evidence that LALMs may
inadvertently leak sensitive information contained in the
audio signal, including speaker identity, location cues, and
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Fig. 4. An overview of the six key dimensions of LALM trustworthiness.
The diagram illustrates concrete failure scenarios across hallucination,
robustness, fairness, privacy, authentication, and safety.

context that the model was not explicitly asked to reveal.
This leakage extends beyond the speaker to encompass
information captured in the acoustic background.

Selective Hearing as Mitigation. To address bystander
privacy concerns, researchers have proposed “selective
hearing” mechanisms [157] that train LALMs to actively
ignore non-target acoustic information, thereby preventing
the extraction of private environmental or social contexts.
These approaches represent a privacy-by-design paradigm
where the model architecture itself enforces boundaries.

3.5 Fairness and Bias

Bias in LALMs manifests through multiple acoustic chan-
nels that have no direct analogue in text-based systems,
including speaker timbre, accent and prosody.

Demographic and Clinical Bias. MedVoiceBias [158]
demonstrates how vocal characteristics—such as perceived
gender, age, or accent—can systematically skew clini-
cal decision-making in audio-based medical Al systems,
leading to inequitable healthcare recommendations. Cross-
linguistic evaluations [159] further reveal performance sen-
sitivity across linguistic, demographic, and positional vari-
ations, indicating that current models encode systematic
biases that correlate with speaker identity.

Structural and Positional Bias. Beyond demographic
bias, LALMs exhibit structural biases in how they process
audio inputs. Selection bias has been empirically quanti-
fied [160], demonstrating that models are sensitive to non-
semantic acoustic permutations. This ordering effect par-
allels known position biases in text LLMs but is exacer-
bated by the temporal nature of audio, necessitating order-
invariant architectural designs.

Gender Bias in Emotion Recognition. At the intersec-
tion of fairness and emotion understanding, recent work
benchmarks and mitigates gender bias in multilingual mul-
timodal Speech-LLM emotion recognition [161], revealing
systematic performance gaps across genders that persist
even in state-of-the-art models.
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3.6 Safety and Jailbreak Attacks

Safety alignment is the most heavily researched trustwor-
thiness dimension, driven by the discovery that audio intro-
duces attack vectors unavailable in text-only systems.

Attack Taxonomy. Jailbreak attacks against LALMs can
be categorized along several axes. Style-based attacks exploit
paralinguistic features such as speaking style, emotion, and
prosody to bypass safety filters [162], with research showing
that medium-intensity emotional expressions often pose
the greatest risk [163]]. Multilingual and multi-accent attacks
leverage the uneven safety alignment across languages
[164]. Adversarial perturbation attacks embed imperceptible
signals into benign-sounding audio that trigger harmful
responses [165], while interpretability analysis reveals that
effective perturbations encode imperceptible first-person
toxic speech within the audio signal [166]. Comprehensive
benchmarks including JALMBench [167], AudioJailbreak
[168], Audio Jailbreak [169], and Jailbreak-AudioBench
[170] have been established to systematically quantify these
risks across attack scenarios and model architectures.

Defense Strategies. To counter these threats, multiple
defense paradigms have emerged. ALMGuard [171] iden-
tifies and leverages “safety shortcuts” in model representa-
tions as guardrails. SARSteer [172] employs safe-ablated re-
fusal steering to harden models against adversarial prompts
at inference time. Critically, balancing safety with the risk of
“over-rejection”—where overly conservative models refuse
legitimate user requests—has been explicitly addressed
through representation space reshaping [173], which aims
to maintain model utility while ensuring harmlessness.

4 SAFETY CHALLENGES IN LALMsS

4.1 Introduction to LALM Safety

While multimodal design unlocks speech understanding, it
simultaneously enlarges the attack surface: unlike discrete
text tokens, continuous audio inputs admit a far richer
space of adversarial perturbations [170]. Text-only safety
paradigms are therefore inadequate, necessitating a shift
toward joint audio—text alignment. Beyond transcription,
audio encodes paralinguistic cues that introduce new attack
vectors, allowing adversaries to obscure malicious intent
through benign acoustic patterns [149]]. Safety alignment
must therefore account for threats arising from both seman-
tic content and acoustic realization as shown in figure 5|
This chapter presents a taxonomy of safety and security
challenges in LALMs, organized along the offense-defense
dichotomy. We review the expanding risk landscape, includ-
ing adversarial acoustic manipulation, jailbreaking, back-
doors, privacy leakage, fairness bias, and hallucination,
followed by emerging defense mechanisms such as en-
dogenous safety alignment, exogenous input guardrails,
and LALM-assisted threat detection. Our analysis reveals
a marked imbalance: while offensive techniques are rapidly
advancing, defensive mechanisms remain relatively under-
developed. This gap highlights the urgent need to prioritize
multimodal safety alignment alongside performance gains.

4.2 The Expanding Risk Landscape
4.2.1 Hallucination

Hallucination often arises from failures of acoustic ground-
ing, where models generate plausible textual responses that
are not supported by the input audio. As demonstrated
by Ma et al. [146], a comprehensive evaluation framework
was proposed to measure and mitigate hallucinations in
LALMs, introducing specific metrics to assess how accu-
rately LALMs ground their responses in audio inputs rather
than generating fabricated content. Their findings indicate
that hallucinations can also arise from audio inputs.

4.2.2 Adversarial Acoustic Manipulation

A primary vector for compromising LALM integrity is
adversarial acoustic manipulation, where carefully crafted
or naturally occurring audio fragments are exploited to
induce model failures. Unlike discrete text attacks, adver-
saries can inject imperceptible perturbations or leverage
naturally occurring environmental noise into audio signals,
effectively “hijacking” the model’s latent representation
without altering the human-perceived semantic content.
AudioTrust highlights that LALMs are highly sensitive not
only to semantic deception but also to non-semantic acoustic
cues, where subtle shifts in tone can trigger safety viola-
tions [174]. Crucially, this vulnerability extends beyond the
laboratory: even naturally occurring environmental noise
can be weaponized to steer model behavior in deployed
settings [149], indicating that the audio encoder itself con-
stitutes an exploitable bypass of textual safety alignment.

4.2.3 Jailbreaking LALMs

While adversarial acoustic manipulation broadly targets
model behavior, jailbreak attacks specifically aim to override
safety refusals and elicit policy-violating responses. The cen-
tral challenge in securing LALMSs is cross-modal jailbreak-
ing, where non-semantic speech attributes are exploited to
bypass text-centric safety filters. Benchmarks like Jailbreak-
AudioBench and JALMBench show that audio introduces
attack surfaces not covered by textual alignment. This vul-
nerability stems from LALMSs’ sensitivity to paralinguistic
cues [167], [170], [175]. Multi-AudioJail demonstrates that
manipulating emotion, speaker traits, or accent can shift
refusal boundaries and induce harmful compliance [164].
Moreover, attacks such as AudioJailbreak [168] and Style-
Break [162] embed malicious instructions within specific
acoustic contexts, further exploiting weaknesses [163]].
Beyond natural speech properties, LALMs are vulner-
able to extrinsic adversarial exploitation, where imper-
ceptible noise or perturbations are crafted to induce jail-
breaks [169]. HIN [24] shows that adversarial interfer-
ence can significantly degrade safety alignment, revealing
fragility to inputs that deviate from clean speech. Whis-
perInject [165] further introduces a two-stage adversarial
audio attack framework that imperceptibly embeds harmful
prompts into benign audio, enabling the compromise of
state-of-the-art LALMSs and revealing critical vulnerabilities
in LALM safety. These results indicate that the continuous
audio space enables stealthy jailbreaks that are impercepti-
ble to humans yet effective at manipulating model behavior.
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4.2.4 Backdoor Attacks in Audio Modality

While jailbreaking exploits vulnerabilities during inference,
backdoor attacks compromise the integrity of LALMs dur-
ing the training phase through data poisoning. This vec-
tor involves injecting malicious samples into the training
dataset, teaching the model to associate specific, often im-
perceptible, audio triggers with a target behavior. Fortier et
al. [151]] show that attackers can embed hidden triggers—
such as specific frequency patterns, unique background
noises, or subtle acoustic signatures—into the audio in-
put. When the model encounters these triggers during
deployment, it bypasses standard processing to execute a
pre-defined malicious output, effectively creating a “Trojan
horse” within the model’s parameters that remains dormant
until activated by the specific acoustic key.

4.2.5 Privacy Leakage

Integrating audio into LLMSs introduces privacy risks be-
yond textual personally identifiable information leakage, as
LALMs can infer attributes through voiceprints and par-
alinguistic cues. These voice-profiling risks target both the
primary user and the surrounding environment [157].

For the direct user, the audio signal itself serves as a
biometric identifier. The HearSay benchmark [156] shows
that LALMs can inadvertently function as soft-biometric
classifiers, leaking sensitive attributes such as the speaker’s
gender, age, health status, and identity solely from acous-
tic features. Furthermore, privacy leakage extends to the
physical realm. As demonstrated by Zhang et al. [144],
LALMs can achieve high-precision audio geo-localization.
By analyzing subtle ambient cues models can infer the
user’s precise geographical location, posing a severe threat.

The threat landscape also encompasses non-consenting
third parties. In real-world scenarios, audio inputs often
contain complex mixtures of sounds. SH-Bench [157] indi-
cates that LALMs may lack the ability to distinguish be-
tween the primary user and background voices. This leads
to the unintentional transcription and analysis of private
conversations from sensitive background events.

4.2.6 Bias and Fairness

As LALMs integrate vocal inputs, they introduce new risks
of accent and demographic bias, where models may exhibit
discriminatory behavior based on a speaker’s accent, di-
alect, or vocal characteristics. This issue is particularly criti-
cal in high-stakes domains like healthcare, as demonstrated
by the study MedVoiceBias [158]], which found that LALMs
could generate biased clinical decisions partly driven by
demographic cues, such as age inferred from voice, rather
than task-relevant medical evidence.

4.3 Defense Mechanisms

In contrast to the advancing attack landscape, defenses for
LALMs remain limited and immature. Although we identify
diverse security threats, existing mitigation efforts focus
primarily on jailbreak prevention, with little coverage of
backdoors, bias, or multimodal privacy risks. This imbal-
ance reveals the absence of a systematic framework for
audio-text safety alignment, leaving LALMSs vulnerable. We
therefore survey existing defenses, categorizing them into
jailbreak mitigation and LALM-based threat detection.

10

4.3.1 Defending Against Jailbreaks

As the most prominent threat vector, jailbreaking has at-
tracted the majority of the nascent defensive efforts in the
LALM community. Current strategies can be broadly cat-
egorized into two streams: Endogenous Alignment, which
seeks to modify the model’s internal representations or pa-
rameters, and Exogenous Guardrails, which filter or sanitize
inputs before they reach the language decoder.

43.1.1 Endogenous Alignment.: This line of re-
search focuses on reshaping the model’s latent space to
inherently resist harmful instructions. A critical challenge
in this domain is the “alignment tax”, the tendency for
safety measures to degrade general model utility (i.e., over-
rejection). To address this, Yang et al. [173] introduce a
representation-space optimization method to improve the
safety alignment of LALMs while maintaining helpfulness,
effectively reducing over-rejection of benign queries. Taking
a more mechanistic approach, SARSteer [172] introduces
an inference-time intervention technique known as refusal
steering. Using Principal Component Analysis (PCA), they
isolate these “refusal vectors” and separate them from
harmful request vectors. During inference, the model is
mathematically “steered” along the refusal direction when a
harmful query is detected, effectively forcing a safe response
without requiring extensive retraining.

43.1.2 Exogenous Guardrails.: Complementary to
internal modifications, external defense mechanisms aim to
identify and block adversarial features in the input audio
signal. ALMGuard [171] represents a pioneering effort in
this direction by investigating “safety shortcuts” within
the audio modality. The authors discovered that LALMs
rely on specific Mel-frequency bins for safety judgments,
which are distinct from the features used for general speech
understanding. ALMGuard leverages this insight to mask
or monitor these sensitive frequency regions [171], acting
as a spectral filter that disrupts jailbreak attempts while
maintaining the intelligibility of normal speech.

4.3.2 LALM-Assisted Threat Detection

Beyond serving as vulnerable targets, recent studies explore
LALMs as active defenders, leveraging their joint audio—
text reasoning to complement conventional signal-based
detectors. By framing deepfake detection as a language-
grounded understanding task, LALMs can provide natural-
language explanations for their judgments and generalize
across unseen spoofing methods in zero-shot or few-shot
settings [32], [153]].

However, deploying LALMs as detectors introduces new
challenges. Their reliance on high-level semantic cues can
become a liability when synthesis artifacts are subtle or
semantically decoupled from spoken content [33], and their
computational cost remains substantially higher than that
of specialized classifiers. LALM-assisted detection should
therefore be viewed as a complementary guardrail rather
than a standalone replacement.

4.4 Critical Analysis and Future Directions

The survey of the current landscape reveals a precarious
state of LALM security. While the integration of auditory
capabilities has significantly expanded model utility, it has
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Fig. 5. Cumulative Growth and Key Milestones in Trustworthy LALM Research. This chart tracks the quantitative surge in almost scholarly
publications and benchmarking efforts dedicated to LALM trustworthiness from late 2024 to early 2026.

simultaneously introduced a complex, high-dimensional at-
tack surface that existing safety paradigms are ill-equipped
to handle [174]. In this section, we synthesize the observed
trends into a critical analysis of the field’s structural defi-
ciencies and propose a roadmap for future research.

4.4.1

Our taxonomy reveals a stark asymmetry: while offensive
research has matured into a diverse ecosystem encom-
passing five distinct vectors (manipulation [149], jailbreak-
ing [170], backdoors [151], privacy [156], and bias [158]), de-
fensive mechanisms remain rudimentary, primarily reactive,
and fixated on jailbreak mitigation [171], [173]. We argue
that this imbalance is not merely a temporal lag but stems
from challenges inherent to the audio modality.

The Continuous vs. Discrete Gap: The primary obsta-
cle to robust defense is the continuous nature of audio.
Text safety mechanisms rely on discrete token filtering and
perplexity checks, which are computationally efficient and
interpretably map to semantic meaning. In contrast, audio
signals operate on a continuous manifold. Adversarial per-
turbations in audio are often orthogonal to human percep-
tion (i.e., imperceptible noise), making it mathematically
difficult to define a “safe” boundary in the raw waveform
or spectral domain without degrading the signal’s utility.

Lack of Standardized Benchmarks: The offensive pro-
liferation is partly driven by the ease of adapting computer
vision and LLM attack algorithms to audio. However, de-
fense lacks a unified evaluation standard. Unlike the mature
“Red Teaming” datasets for text [176], the LALM commu-

The Asymmetry of Offense and Defense

nity lacks a comprehensive Safety Leaderboard that evaluates
models across the full spectrum of threats—from paralin-
guistic privacy leakage to acoustic backdoors. This absence
of metrics incentivizes performance-driven development at
the expense of security.

4.4.2 The Challenge of Cross-Modal Alignment

Our analysis shows that directly transferring text-based
alignment to multimodal systems is insufficient. Most
LALMs inherit safety alignment from text-only RLHF ap-
plied to their LLM backbones, resulting in modality-agnostic
alignment that overlooks the decoupling between semantic
content and acoustic realization.

In speech, malicious intent can be conveyed through par-
alinguistic cues rather than linguistic semantics alone [24].
Consequently, an LALM may refuse a harmful text prompt
but comply with the same instruction under acoustic varia-
tions that shift its internal representations.

Addressing this gap requires audio-aware alignment. Fu-
ture RLHF frameworks should incorporate multimodal
preference signals, enabling reward models to penalize both
harmful semantics and manipulative acoustic patterns.

4.4.3 Towards Holistic LALM Security

To bridge the chasm between attack sophistication and
defense maturity, we call for a paradigm shift from reac-
tive patching to a holistic Defense-in-Depth architecture. We
propose three pillars for future investigation:

1. Input-Level Audio Sanitization: Before an audio
signal reaches the LALM encoder, it should undergo purifi-
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cation. Future work should explore diffusion-based purifi-
cation or randomized smoothing techniques adapted for au-
dio, aiming to strip adversarial perturbations and neutralize
potential triggers while preserving semantic intelligibility.
This acts as a “firewall” for the continuous signal.

2. Privacy-Preserving Inference: Addressing voiceprint
leakage requires disentangled representation learning. We
envision “Voice Anonymizers” that decouple speaker iden-
tity from linguistic content in latent space. This allows
LALMs to process queries without retaining biometrics for
profiling, ensuring utility does not compromise anonymity.

3. Comprehensive Safety Evaluation Frameworks:
The community must establish a dynamic, multi-faceted
safety benchmark. This framework should go beyond static
datasets and include automated Red Teaming agents that
simulate diverse acoustic environments, accents, and adver-
sarial strategies. Only by rigorously quantifying the “Safety
Tax” [177]—the trade-off between robustness and helpful-
ness—can we guide the development of reliable LALMs.

5 EVALUATION

This section transitions from the analysis of trustworthiness
dimensions to their quantitative measurement. As illus-
trated in Fig. [6) we organize trustworthy LALM evaluation
into a three-pillar hierarchical taxonomy: Fidelity, Stability,
and Alignment. Fidelity and Grounding (Sec. estab-
lishes cognitive trust by mitigating hallucination through
grounding model responses in acoustic reality. Stability
and Robustness (Sec. measures behavioral consistency
across temporal extensions, instructional variations, and
conflicting modalities. Safety and Alignment (Sec.
assesses adherence to human values, privacy, fairness, and
authentication under adversarial, spoofing, and socially
sensitive risks. Finally, Sec. discusses future evalua-
tion paradigms, while Table [3| provides a comprehensive
benchmark-level summary across both general capabilities
and trustworthy dimensions.

5.1 Fidelity and Grounding

The cornerstone of trustworthy LALMs is fidelity to acoustic
reality. We define Perceptual Hallucination as the failure
to ground model outputs [187], [209]-[211] in physical
acoustic signals, leading to fabricated events, misinterpreted
properties, or over-reliance on linguistic priors. Existing
evaluations quantify such grounding fidelity through gen-
eral hallucination diagnosis and three more specific levels:
fine-grained localization (Sec.5.1.T), cross-modal grounding
(Sec. , and contextual reasoning (Sec. .

As a dedicated benchmark for this problem, HalluAudio
[209] provides a large-scale evaluation of hallucination in
LALMs across speech, environmental sound, and music. It
contains over 5K human-verified QA pairs spanning binary
judgments, multi-choice reasoning, attribute verification,
and open-ended QA, and further induces hallucinations
through adversarial prompts and mixed-audio conditions.
Beyond task accuracy, HalluAudio reports hallucination
rate, yes/no bias, error-type distributions, and refusal rate,
enabling a more diagnostic analysis of whether model re-
sponses are semantically correct and acoustically supported.
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Fig. 6. Conceptual taxonomy of trustworthy LALM evaluation. We
group existing evaluations into three complementary pillars: fidelity and
grounding, which examines whether models faithfully perceive and rea-
son over acoustic evidence; stability and robustness, which measures
consistency under temporal, instructional, acoustic, and conversational
perturbations; and safety and alignment, which evaluates resistance to
adversarial misuse, privacy leakage, bias, and spoofing.

Its results reveal persistent failures in acoustic grounding,
temporal reasoning, and music attribute understanding,
suggesting that hallucination in LALMs is not merely a
language-generation artifact but a cross-modal fidelity fail-
ure between auditory evidence and linguistic output.

5.1.1 From Classification to Disentanglement

Early audio evaluations based on coarse tagging are in-
sufficient for diagnosing whether LALMs truly perceive
acoustic events. WESR [204] reframes detection as Word-
level Event-Speech Recognition, using a position-aware proto-
col to separate ASR errors from event localization failures.
Beyond temporal precision, WoW-Bench [194] and MUSE
[198] reveal a “Semantic Shortcut” phenomenon: models
may infer plausible answers from linguistic or structural
priors rather than genuine acoustic perception, and CoT
prompting can even degrade performance.

For complex acoustic scenes, MMAU [179] and MMAU-
Pro [195] emphasize Disentanglement Efficiency under
overlapping events. RSA-Bench [205] further exposes a
Perception-Cognition Gap, where low-level recognition re-
mains relatively robust but higher-order reasoning collapses
under real-world degradation; its Denoising Paradox sug-
gests that standard enhancement may worsen downstream
reasoning. AudioBench [178] identifies a Modality Fusion
Paradox, showing that multimodal fusion does not improve
disentanglement, especially in speech-dominant settings.
Together, these benchmarks motivate a shift from coarse
classification toward fine-grained perceptual modeling.

5.1.2 From Textual Bias to Genuine Listening

A central grounding failure is Textual Dominance, where
models rely more on linguistic priors than acoustic evi-
dence. MCR-BENCH [141] evaluates this problem through
Modal Conflict Resolution, showing that under adversarial
text-audio conflicts, accuracy drops sharply while confi-
dence remains high; metrics such as Text Influence Rate
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TABLE 3
Overview of LALM evaluation benchmarks across general capabilities and trustworthy dimensions.

Benchmark Release  Metrics General! Trustworthy™
P R I H P A S R F

Year 2024
AudioBench |178] Jan 2024 WER, METEOR, LLM-as-a-Judge vV ovoXoXx X o x X v X
MMAU [179] Oct 2024 Accuracy v v X X X X X X
VoiceBench [180] Oct 2024  LLM-as-a-Judge, Accuracy, Refusal Rate X v X X X X X Vv

Year 2025
Jailbreak-AudioBench [170] Jan 2025 ASR X X X x X X v X X
URO-Bench [181] Feb 2025 LLM-as-a-Judge, UTMOS, WER/CER, First Packet Latency v v v X v v v X X
52S-Arena [182] Mar 2025  ELO Rating, Win Rate, Inter-Annotator Agreement v X voXx X o x X x X
Talking Turns [183] Mar 2025 Agreement, Accuracy, ROC-AUC, F1 (judge model) v VvV v X o x x x x X
MMAR [184] May 2025 Accuracy Vo VoXox X o x X v X
SAKURA [185] May 2025 Accuracy, LLM-as-a-Judge v Vv oXx X o x Xx Xx x X
VocalBench [186] May 2025 Accuracy, LLM-as-a-Judge, UTMOS, WER, Refusal Rate, Preserve Rate v v VX X X v v X
JALMBench [167] May 2025 ASR, Attack Efficiency X X X x X X v X X
AHaBench [187] May 2025 AHa-Score, m-AHa, GPT-4-Judge Consistency, POPE X X v v X X X X X
Audio]ailbreak [168] May 2025 ASR X X X X X X v X X
AJailBench [169] May 2025 ASR, TS, PV, Relevance, Similarity X X X Xx Xx Xx v X X
VocalAgent [188] May 2025 macro-F1, Accuracy, FPR, Refusal Rate, Goodness@0.1 Vo X X o x X x X v X
AudioTrust [174] May 2025 GPT-40 Score, CM-WER, CCR, DSR, HRR, FAR, SES, Refusal Rate, Group Unfairness Score X X X v v v v v V
MMSU |189] Jun 2025  Accuracy VAR S S S S S S
SOVA-Bench [190] Jun 2025  Accuracy, WER, GPTEval, LLM-as-a-Judge, UTMOSv2 VAERZARY S S S S S
WildSpeech-Bench |191] Jun 2025  LLM-as-a-Judge, UTMOS, Query-Aware Checklist v VX X X X v X
ContextASR-Bench [192] Jul 2025  WER, NE-WER, NE-FNR vVoxX X x x x x x X
C3 193] Jul 2025  LLM-as-a-Judge, Human Evaluation Score vV Vv VX X X X v X
WoW-Bench [194] Aug 2025  Accuracy v Vv oXx X x Xx x x X
MMAU-Pro [195] Aug 2025 Accuracy v VX X X X X X
MCR-BENCH |[141] Aug 2025 Accuracy, Norm Acc, Macro Acc, TIR, MRS v Vv X v X X X X X
SpeechR |196] Aug 2025 Accuracy, Logical Consistency Score X v X X x X Xx Xx X
AudioSafe |24] Aug 2025  Accuracy, ASR X X x X x X v v X
VoiceAssistant-Eval [197] Sep 2025 LLM-as-a-Judge, UTMOS, WER, Speaker Similarity v Vv voXx X o x v v X
MUSE [198] Oct 2025  Accuracy vV VXX X o x X o x X
LISTEN |[140] Oct 2025  Accuracy VEERZD SERVARD G S S S 1
AudioMarathon [199] Oct 2025 F1, WAR VAR S S S S S S
ISA-Bench |148] Oct 2025 IFR, WER, BLEU, ACC, METEOR, RPS vV X X X X x v x X
Hearing the Order [160] Oct 2025  Accuracy, CKLD X X X x x x Xx v X
Safety under Emotional Variations [163] ~ Oct 2025 NRR, Unsafe Rate X X X X X X v v X
Gender Bias in SpeechLLMs [200 Oct 2025 MCQA Selection Rate, LLM-as-a-Judge X X X Xx x x X X Vv
BRACE [201] Dec 2025 F1 vV X X v oXx X X Xx X
Spoken DialogSum [202] Dec 2025 ROUGE-L X X v X X X x x X
MAC-SLU [203] Dec 2025  Accuracy, F1 Vo X X X X x X x X
SH-Bench [157] Dec 2025  SE (Selective Efficacy), Accuracy Vo X X X v ox X x X

Year 2026
WESR |204] Jan 2026  Precision, Recall, F1, WER Vo X X X o x X X Xx X
RSA-Bench [205] Jan 2026~ WER, Accuracy, LLM-as-a-Judge VAR S S S S S
PALM-Bench |206] Jan 2026 BLEU, Fl-score, BERTScore, LLM-as-a-Judge X v v v X X X X X
ChronosAudio [56] Jan 2026 WER, BERTScore, Acc_dict, LS, TS, MS, LLM-as-a-Judge v Vv X voXx X X X X
HearSay [156] Jan 2026  IAR, ARR, BBR X X X X v X X X X
AGLIK [144] Jan 2026 Accuracy, Geoscore, Mean Distance Error, Thresholded Accuracy, Reject Rate X v X x X x Xx X Vv
BiasInEar [159] Feb 2026  Accuracy, Entropy, APES, Fleiss’ x X X Xx X x X x X Vv
DailyTalkEdit [154] Feb 2026  Accuracy, EER, F1, Seg-F1, LLM-as-a-Judge X X X X X v X X X
HumbDial-EIBench [207] Apr 2026  Accuracy, LLM-as-Judge X v v X X X X v X
VoxSafeBench [208] Apr 2026 Safety Awareness Score, JSR, Perception Probing Accuracy v X v X v X v x Vv
HalluAudio [209] Apr 2026  Accuracy, Hallucination Rate, Yes/No Bias, Error-type Analysis, FRR v VX v X X X v X

T General: Perception (P), Reasoning (R), Interaction (I).

¥ Trustworthy: Hallucination (H), Privacy (P), Authentication (A), Safety (S), Robustness (R), Fairness (F).

quantify the degree of textual bias. LISTEN [140] further de-
couples lexical semantics from paralinguistic cues, revealing
that many models behave as “transcribers” and approach
random performance when lexical cues are unavailable.

This limitation also appears in speech-to-speech inter-
action. S2S-Arena [182] evaluates paralinguistic instruction
following across 4 domains and 21 tasks, finding that
cascaded ASR-LLM-TTS systems still outperform end-to-
end models, and that generating appropriate paralinguistic
output is harder than understanding such cues. In open-
ended generation, BRACE [201] assesses reference-free au-
dio caption alignment; its BRACE-Hallucination split shows

that even the best LALM reaches only 63.19 F1, indicating
that hallucinated, acoustically ungrounded content remains
common beyond classification tasks.

5.1.3 From Fact Retrieval to Personal Alignment

Fidelity also concerns whether models reason correctly over
spoken contexts. ContextASR-Bench [192] evaluates how
hierarchical context helps error correction, while C* [193]
probes phonological, semantic, and discourse-level ambigu-
ities in bilingual speech. These studies show that current
speech dialogue models even still struggle when lexical
cues are insufficient and acoustic-prosodic information is
strongly needed for disambiguation.
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Higher-level reasoning benchmarks further reveal a gap
between transcription and cognition. SpeechR [196] and
MMAR [184] assess factual, procedural, and abductive rea-
soning, showing that strong ASR does not guarantee reliable
multi-step inference. SAKURA [185] extends this to multi-
hop reasoning over speaker gender, language, emotion,
and animal sounds; performance drops substantially from
single-hop perception to multi-hop integration, and remains
much stronger in text-only settings than in speech/audio
settings. This indicates that LALM reasoning is still largely
text-driven rather than genuinely multimodal.

Finally, trustworthy grounding requires pragmatic and
user-level alignment. MMSU [189] covers 47 linguistic and
paralinguistic tasks, revealing strong semantic performance
but weak phonological and paralinguistic understanding.
Spoken DialogSum [202] and MAC-SLU [203] evaluate
emotional fidelity and multi-intent instruction following,
while HumDial-EIBench [207] shows that models can track
and reason about emotions yet struggle to generate empa-
thetic responses. PALM-Bench [206] identifies a “person-
alization gap,” where LALMs fail to align responses with
user-specific persona profiles in multi-speaker scenarios.

5.2 Stability and Robustness

While perceptual fidelity concerns accurate grounding in
static acoustic inputs, trustworthy LALMs must also ex-
hibit Behavioral Stability: the ability to maintain reliable
performance under dynamic real-world variations. In this
context, stability refers to invariance against non-semantic
changes, including extended audio duration, prompt phras-
ing, output format, option ordering, speaker variability,
and conversational dynamics. Existing evaluations mainly
diagnose two failure modes: Long-Context Collapse in ex-
tended audio understanding (Sec. and Instructional
Sensitivity in interactive use (Sec.[5.2.2).

5.2.1 Temporal Robustness in Long-Form Context

LALMs often perform well on short clips but degrade
sharply as audio duration increases. We define Temporal
Robustness as the capacity to preserve attention, memory,
and reasoning quality under long-form acoustic contexts.
Recent benchmarks reveal a widespread Long-Context Col-
lapse, where document-level audio understanding suffers
severe information loss and reasoning degradation.
ChronosAudio [56] systematically quantifies this failure
across 36,000 test instances and multiple task types, using
metrics for verbatim transcription, temporal localization,
and high-level comprehension. By stratifying inputs into
short, medium, and long durations, it reveals a non-linear
degradation pattern, with some tasks dropping by over 90%
in long-context settings. The benchmark attributes this to
Structural Attention Dilution, where attention mechanisms
fail to preserve temporal locality, motivating evaluation be-
yond aggregate accuracy toward degradation-rate analysis.
AudioMarathon [199] further examines the trade-off
between long-context understanding and computational ef-
ficiency. Its dual evaluation framework combines task ac-
curacy with latency and memory measurements, exposing
the quadratic cost of attention-based processing. Although
acceleration methods such as token pruning or sparse atten-
tion can partially recover retrieval performance, they often
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fail to restore high-fidelity reasoning, revealing a Restora-
tive Ceiling. These findings suggest that temporal robust-
ness cannot be achieved by enlarging context windows; in-
stead, models must optimize the accuracy—efficiency Pareto
frontier while preserving long-range reasoning.

5.2.2 Interaction and Instruction Robustness

Beyond temporal stability, trustworthy LALMs should dis-
play Cognitive Conviction: semantically equivalent inputs
should yield consistent outputs despite changes in phrasing,
format, ordering, speaker, or dialogue context. However,
existing evaluations reveal severe Interactional Fragility, in-
dicating that current systems remain sensitive to superficial
interaction artifacts.

ISA-Bench [148] evaluates instruction sensitivity by
varying prompt description, output format, and task com-
position. It shows that even strong models degrade when in-
structions deviate from standard templates, with structured-
output compliance such as JSON often falling below 50%.
Its Instruction-Following Rate and Relative Performance
Score quantify robustness relative to each model’s best-
case behavior. Importantly, ISA-Bench reveals a plasticity—
stability dilemma: instruction tuning improves compliance
but can cause catastrophic forgetting of acoustic capabili-
ties. URO-Bench [181]] corroborates this finding for end-to-
end speech dialogue models, showing that conversational
instruction-following gains often come at the cost of par-
alinguistic and audio comprehension.

Interactional fragility also emerges from acoustic vari-
ability and multimodal conversation. VoiceBench [180]
evaluates voice assistants under speaker variation, noise,
and content shifts, showing that acoustic changes signif-
icantly perturb instruction following. VoiceAssistant-Eval
citewang2025voiceassistant broadens the evaluation to lis-
tening, speaking, and viewing tasks, revealing that mod-
els often speak fluently but lag in audio understanding
and multimodal integration. Similarly, VocalBench [186]
decomposes robustness into semantic quality, acoustic per-
formance, conversational ability, and robustness, showing
that models may preserve semantic coherence while failing
in acoustic naturalness or multi-turn consistency. SOVA-
Bench [190] reaches a similar conclusion: current speech
LLMs can generate semantically plausible responses, but
their acoustic quality and speech-level conversational ro-
bustness remain limited.

More fine-grained interaction studies expose failures in
natural dialogue flow. Talking Turns [183] benchmarks
turn-taking prediction, including yielding, backchanneling,
interruption, and floor-holding. Compared with human-
human interaction, current systems often miss turn yields,
interrupt too aggressively, rarely produce backchannels,
and perform near randomly on backchannel understanding.
These results show that robust spoken interaction requires
modeling real-time conversational dynamics, not only fol-
lowing explicit instructions.

Finally, robustness must also be tested against evalua-
tion artifacts. Hearing the Order [160] identifies selection
bias in multiple-choice audio evaluations: simply permuting
answer options can change accuracy by up to 24% and
alter model rankings. It advocates permutation-based proto-
cols to separate true understanding from positional heuris-
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tics. WildSpeech-Bench [191] evaluates end-to-end speech
LLMs on realistic speech phenomena such as prosody,
homophones, stuttering, and speaker diversity, showing
large performance variation across non-ideal conditions.
Together, these benchmarks indicate that robust evaluation
must actively perturb interaction forms, acoustic conditions,
and dialogue structures to determine whether LALMs gen-
uinely reason or merely exploit superficial patterns.

5.3 Safety and Alignment

Safety and alignment evaluate whether LALMs adhere to
human values and resist malicious exploitation. Compared
with text-only systems, the auditory modality introduces
additional risks: acoustic signals can serve as adversarial
carriers, backdoor triggers, biometric identifiers, or sources
of demographic bias. Existing work mainly examines two
aspects: defensive security against jailbreaks and acoustic
backdoors (Sec. , and broader risks in privacy, fairness,
and authentication (Sec.5.3.2).

5.3.1 Jailbreaks and Acoustic Backdoors

Audio input substantially expands the attack surface of
LALMs, enabling both text-transferred jailbreaks and audio-
native attacks. JALMBench [167] provides a large-scale
comparison between textual and auditory jailbreaks, show-
ing that audio attacks achieve higher success rates than
text attacks and that prompt-level defenses can reduce but
not eliminate vulnerabilities, often at the cost of utility.
Jailbreak-AudioBench [170] further shows that simple au-
dio edits, such as changes in speed, pitch, emotion, or ac-
cent, can significantly increase attack success, indicating that
non-semantic acoustic features can bypass safety guardrails.
Moving beyond editing-based attacks, AudioJailbreak [168]
targets end-to-end LALMs with stealthy, universal, and
over-the-air robust adversarial audio, achieving high suc-
cess rates even under weak-adversary assumptions. These
studies show that jailbreaks are not spoken versions of
textual attacks but exploit modality-specific vulnerabilities.

Signal-level perturbations create another safety risk.
AJailBench [169] uses optimized audio perturbations such
as time stretching and fading to lower refusal rates while
preserving semantic transcription similarity. This suggests
that current safety mechanisms often rely too heavily on
clean ASR-like representations and fail to detect adversarial
information embedded in non-standard acoustic patterns.

More insidious threats arise from hidden or socially
natural triggers. AudioSafe [24] studies acoustic backdoors
where background noise, prosody, emotion, or speaking rate
can trigger unsafe behavior. It shows that highly effective
backdoors can be implanted with only small amounts of
poisoned data, implying that seemingly harmless acous-
tic conditions may become latent switches for malicious
outputs. Safety under Emotional Variations [163] further
reveals Emotional Hijacking: malicious requests expressed
with certain emotional intensities are more likely to bypass
refusal mechanisms. This indicates that affective cues may
interfere with safety alignment, motivating affect-aware
safety evaluation and defense.
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5.3.2 Privacy, Fairness, and Authentication

Because speech carries rich biometric and contextual in-
formation, LALMs naturally face a tension between per-
sonalization and privacy [208]. A core risk is Unintended
Attribute Inference, where models infer sensitive traits from
voice without consent. HearSay [156] evaluates inference of
attributes such as gender, socioeconomic status, and health
conditions from short speech clips, showing that models
can recover sensitive information with high accuracy and
that chain-of-thought reasoning may further amplify pri-
vacy leakage. AGL1K [144] extends this concern to audio
geo-localization, demonstrating that environmental sounds
and linguistic cues can be combined to infer user location,
raising surveillance risks. In multi-speaker settings, SH-
Bench [157] evaluates selective hearing and shows that
strong audio comprehension does not necessarily translate
into effective protection of bystander privacy.

Privacy leakage can also amplify fairness risks, as mod-
els may implicitly condition responses on inferred de-
mographic attributes. Gender Bias in SpeechLLMs [200]
shows that SpeechLLMs inherit identity cues directly from
acoustic signals, making bias more implicit and harder to
control than in text-only settings. BiasInEar [159] broadens
the analysis to multilingual speech and finds that models
are particularly sensitive to language and option ordering,
suggesting that speech interfaces can amplify structural
biases in evaluation. In high-stakes domains, VocalAgent
[188] evaluates vocal health diagnostics and warns that
demographic and class imbalance may lead to unfair or
unsafe medical recommendations, especially for general-
purpose commercial audio models.

Finally, LALMs must authenticate speaker identity
rather than become tools for impersonation. AudioTrust
[174] evaluates identity verification bypass and voice-
cloning spoofing, showing that open-source models remain
highly vulnerable and that advanced cloning systems can
successfully impersonate speakers with substantial success
rates. DailyTalkEdit [154] complements this by reformu-
lating anti-spoofing as a holistic generation task, jointly
reasoning over spoofing methods, manipulated attributes,
and semantic impacts. Together, these benchmarks indicate
that safe deployment of LALMs requires not only refusal
policies but also robust defenses against acoustic attacks,
privacy leakage, demographic bias, and synthetic-voice im-
personation.

5.4 Future Horizons of LALMs’ Evaluation

Current evaluation methodologies primarily offer phe-
nomenological snapshots that measure performance er-
rors without elucidating underlying failure mechanisms.
To bridge the gap toward intrinsically trustworthy Audio
General Intelligence, the field must transition from static
behavioral testing to rigorous structural verification across
four paradigmatic shifts.

1.Causal Auditory World Modeling. Evaluation must
move beyond statistical correlation to assess if models com-
prehend the physical dynamics governing auditory scenes.
Future benchmarks should prioritize counterfactual reason-
ing to ensure reasoning is grounded in a coherent internal
physics engine rather than superficial pattern recognition.
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Fig. 7. The Outlook of LALM. Future research trajectories are organized along three critical dimensions: intrinsic mechanisms, multimodal safety,
and rigorous evaluation. This evolution marks a transition from empirical performance scaling toward a structural and cognitive transformation.

2.Agent-Based Dynamic Red-Teaming. To mitigate the
contamination and overfitting risks of static datasets, sta-
bility assessments should evolve into real-time ecosystems
where adaptive adversarial agents probe decision bound-
aries via noise injection or language switching. Metrics
must shift from static accuracy to attack-defense curves that
quantify the interaction turns to break consistency.

3.Intrinsic Representation Engineering. Rather than
relying on post-hoc behavioral suppression, safety evalu-
ations should verify information disentanglement at the
neural level. Utilizing mutual information minimization
ensures that internal representations are mathematically
orthogonal to sensitive biometric attributes, establishing
a privacy-by-design architecture structurally incapable of
leaking identity-related information.

4.Mechanistic Interpretability. To move beyond
“opaque behaviorism,” audio mechanistic interpretability
tools must map specific neural circuits to auditory functions.
Future benchmarks should incorporate internal consistency
checks that monitor states for uncertainty or conflict before
generation, transforming evaluation from probabilistic
guessing into predictive failure detection.

6 OUTLOOK AND CONCLUSION
6.1 Future Outlook

The evolution of Large Audio-Language Models is transi-
tioning from empirical performance scaling toward a struc-
tural and cognitive transformation. We identify several crit-
ical research trajectories organized along the dimensions
of intrinsic mechanisms, multimodal safety, and rigorous
evaluation. A comprehensive roadmap of these emerging
directions is synthesized in Fig.[7]

6.2 Conclusion

This survey has presented a systematic investigation into
the landscape of LALMs, analyzing their architectural evo-
lution from task-specific cascaded systems to unified multi-
modal generative frameworks. Our exploration of endoge-
nous mechanisms reveals that while sophisticated cross-
modal alignment and reinforcement learning strategies have

unlocked emergent reasoning abilities, they have simul-
taneously introduced a complex, high-dimensional attack
surface. Our critical analysis through the six analytical
pillars—hallucination, robustness, safety, privacy, fairness,
and authentication—highlights a significant developmental
asymmetry. While offensive research has matured into a
diverse ecosystem of adversarial manipulations and stealthy
jailbreaks, defensive mechanisms remain rudimentary and
largely reactive. Bridging this chasm requires the commu-
nity to prioritize multimodal safety alignment as a core
architectural property rather than a post-hoc constraint.
Ultimately, the transition toward intrinsically trustworthy
audio intelligence will depend on our ability to ground
reasoning in physical reality while maintaining the rigor-
ous defense-in-depth protocols necessary for complex real-
world deployment.
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